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ABSTRAK
Face Recognition Technology (FRT) semakin banyak digunakan sebagai teknologi identifikasi wajah di eraj
Revolusi Industri 5.0. Penggunaan FRT memproses data biometrik yang bersifat sensitif sehingga menimbulkan|
risiko terhadap privasi dan perlindungan data pribadi. Risiko tersebut meliputi pengumpulan data tanpa
persetujuan, pengawasan massal, dan bias algoritma yang diskriminatif. Uni Eropa merespon persoalan ini
dengan mengatur perlindungan data pribadi melalui GDPR dan Al Act. Permasalahan ini tercermin dalam kasus|
Clearview Al Inc. yang mengumpulkan miliaran citra wajah tanpa persetujuan melalui untargeted scraping,
Berdasarkan hal tersebut. penelitian ini bertujuan untuk menganalisis dua hal. Pertama, bagaimana pengaturan|
FRT menurut (EU) General Data Protection Regulation dan (EU) Artificial Intelligence Act? Kedua, bagaimana|
perlindungan data pribadi terhadap risiko penggunaan FRT menurut (EU) General Data Protection Regulation
dan (EU) Artificial Intelligence Act? Penelitian ini menggunakan metode penelitian yuridis-normatif yang
bersifat analitis deskripitif dengan menggunakan pendekatan peraturan perundang-undangan, pendekatan kasus,
dan pendekatan konseptual. Kemudian, data dianalisis dengan menggunakan metode analisis deskriptif kualitatif.
Hasil Penelitian menunjukkan bahwa menurut GDPR, data biometrik yang diproses oleh FRT diatur sebagai
pemrosesan data pribadi yang dilarang oleh Article 9 (1) GDPR, pemrosesan ini hanya dapat dikecualikan
berdasarkan persetujuan eksplisit atau dasar hukum tertentu, serta mewajibkan kepatuhan terhadap prinsip-|
prinsip perlindungan data, hak subjek data, dan Data Protection Impact Assessment. Sementara itu, Al Act
mengklasifikasikan FRT sebagai sistem Al berisiko tinggi dan melarang sistem Al berbasis untargeted scraping
dan real-time remote biometric identification di ruang publik. AI Act juga membedakan kewajiban antara
Provider dan Deployer dalam penggunaan sistem Al yang terdapat pada FRT. Kedua regulasi tersebut
memberikan perlindungan terhadap berbagai risiko seperti adanya risiko pengawasan massal dan bias algoritmaj
di ruang publik dan melarang praktik untargeted scraping sebagaimana tercermin di dalam kasus lintas
yurisdiksi, yaitu kasus Clearview Al Inc. yang berkedudukan di Amerika Serikat dan melanggar berbagail
etentuan tentang perlindungan data pribadi menurut GDPR dan juga berpotensi melanggar beberapa ketentuan
yvang ada di dalam Al Act.
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ABSTRACT

Face Recognition Technology (FRT) is increasingly being used for facial identification in the era of the 5.0
Industrial Revolution. The use of FRT involves the processing of sensitive biometric data, thereby posing risks
to privacy and the protection of personal data. These risks include data collection without consent, mass
urveillance, and discriminatory algorithmic bias. The European Union has responded to these issues by
regulating the protection of personal data through the GDPR and the Al Act. These concerns are reflected in the|
case of Clearview Al Inc., which collected billions of facial images without consent through uniargeled scraping.
In light of this, this study aims to analyse two aspects. Firstly, how is FRT regulated under the (EU) Generall
Data Protection Regulation and the (EU) Artificial Intelligence Act? Second, how is the protection of personall
data against the risks of FRT use regulated under the (EU) General Data Protection Regulation and the (EU)
rtificial Intelligence Act? This study employs a legal-normative research method of a descriptive-analytical
nature, utilising a legislative approach, a case-based approach, and a conceptual approach. The data were then|
analysed using qualitative descriptive analysis. The research findings indicate that, under the GDPR, biometrid|
data processed by FRT is classified as the processing of personal data prohibited by Article 9(1) of the GDPR;
such processing may only be exempted on the basis of explicit consent or specific legal grounds, and requires|
compliance with data protection principles, data subjects’ rights, and a Data Protection Impact Assessment.
\Meanwhile, the Al Act classifies FRT as a high-risk Al system and prohibits Al systems based on untargeted
scraping and real-time remote biometric identification in public spaces. The Al Act also distinguishes between
the obligations of Providers and Deployers regarding the use of Al systems within FRT. Both regulations provide
protection against various risks, such as the risk of mass surveillance and algorithmic bias in public spaces, and
prohibit the practice of uniargeted scraping, as reflected in a cross-jurisdictional case: the case of Clearview Al
Inc., a US-based company that breached various provisions on personal data protection under the GDPR and
lalso potentially breached several provisions contained in the Al Act.
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