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ABSTRAK

Kemajuan teknologi komputer, telekomunikasi, dan internet telah memicu
munculnya kejahatan siber, termasuk skimming ATM yang mencuri data nasabah melalui
alat pengganda informasi kartu dan PIN yang dipasang pada mesin ATM. Meskipun Pasal
30 ayat (2) Undang-Undang Nomor 19 Tahun 2016 tentang ITE telah mengatur penegakan
hukum kejahatan ini, kasus skimming tetap terjadi seperti yang dialami mesin ATM Bank
BNI Cabang Padang. Permasalahan yang diangkat dalam tesis ini : 1) Bagaimanakah
pengumpulan alat bukti dalam penyidikan tindak pidana pencurian informasi data mesin
atm Bank BNI Cabang Padang di Satreskrim Polresta Padang? 2) Apa kendala yang
dihadapi penyidik Satreskrim Polresta Padang dalam pengumpulan alat bukti dalam
penyidikan tindak pidana pencurian informasi data mesin ATM Bank BNI Cabang
Padang? 3) Bagaimanakan upaya penyidik Satreskrim Polresta Padang dalam mengatasi
kendala dalam pengumpulan alat bukti dalam penyidikan tindak pidana pencurian
informasi data mesin ATM Bank BNI Cabang Padang? Penelitian in1 merupakan penelitian
yuridis empiris yang bersifat deskriptif analitis dengan menggunakan data sekunder yang
diperkuat dengan data primer. Data tersebut kemudian dianalisis secara kualitatif dan
disajikan dalam bentuk deskriptif kualitatif. Hasil penelitian menunjukkan bahwa: 1)
Penyidikan kasus pencurian data ATM Bank BNI Cabang Padang melibatkan lima tahap:
penangkapan, penyitaan alat bukti, pemeriksaan saksi dan tersangka, serta analisis
forensik digital; 2) Kendala utama meliputi teknologi canggih pelaku, keterbatasan alat
dan SDM, birokrasi, serta kesulitan pelacakan akibat enkripsi dan server asing. Penyidik
mengatasi hambatan ini melalui peningkatan kapasitas forensik, koordinasi antarlembaga,
pelatihan khusus, dan sosialisasi pencegahan; 3) Upaya terpadu ini bertujuan
memaksimalkan efektivitas penyidikan dan meminimalkan kejahatan serupa di masa
depan.

Kata Kunci: Skimming ATM, Penegakan Hukum ITE, Pengumpulan Alat Bukti dan
Forensik Digital
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ABSTRACT

Advances in computer, telecommunications, and internet technology have
triggered the emergence of cybercrimes, including ATM skimming that steals customer
data through card and PIN information multipliers installed on ATM machines. Although
Article 30 paragraph (2) of Law Number 19 of 2016 concerning ITE has regulated the
enforcement of this crime, skimming cases still occur, like those experienced by the ATM
machines of Bank BNI Padang Branch. The problems raised in this thesis: 1) How is the
collection of evidence in the investigation of the crime of theft of ATM machine data, the
theft of Bank BNI Padang Branch ATM machine data at the Padang Police Satreskrim?
2) What are the obstacles faced by the investigators of the Padang Police Satreskrim in
collecting evidence in the investigation of the crime of theft of ATM machine data
information of Bank BNI Padang Branch? 3) What are the efforts of the Padang Police
Satreskrim investigators in overcoming obstacles in collecting evidence in the
investigation of the crime of theft of ATM machine data information of Bank BNI Padang
Branch? This research is an empirical juridical research that is descriptive and analytical
using secondary data reinforced with primary data. The data is then analyzed qualitatively
and presented in a qualitative descriptive form. The results of the study show that 1) the
investigation of the ATM theft case of Bank BNI Padang Branch involves five stages:
arrest, confiscation of evidence, examination of witnesses and suspects, and digital
forensic analysis; and 2) the main obstacles include advanced technology of actors,
limited tools and human resources, bureaucracy, and tracking difficulties due to
encryption and foreign servers. Investigators overcome these barriers through forensic
capacity building, interagency coordination, specialized training, and prevention
socialization; 3) This integrated effort aims to maximize the effectiveness of investigations
and minimize similar crimes in the future.

Keywords: ATM Skimming, ITE Law Enforcement, Evidence Collection and Digital
Forensics
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